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EXHIBIT D 

DATA SHARING AND CONFIDENTIALITY AGREEMENT 

INCLUDING 
PARENTS BILL OF RIGHTS FOR DATA SECURITY AND PRIVACY 

AND 
SUPPLEMENTAL INFORMATION ABOUT THE MLSA 

1. Purpose 

2. 

(a) This Exhibit supplements the Master License and Service Agreement ("MLSA") to which 
it is attached, to ensure that the MLSA conforms to the requirements of New York State 
Education Law Section 2-d and any implementing Regulations of the Commissioner of 
Education (collectively referred to as "Section 2-d"). This Exhibit consists of the terms of 
this Data Sharing and Confidentiality Agreement, a copy of Erie 1 BOCES' Parents Bill of 
Rights for Data Security and Privacy signed by the Vendor, and the Supplemental 
Information about the MLSA that is required to be posted on Erie 1 BOCES' website. 

(b) To the extent that any terms contained within the MLSA, or any terms contained within 
any other Exhibits attached to and made a part of the MLSA, conflict with the terms of this 
Exhibit, the terms of this Exhibit will apply and be given effect. In the event that Vendor 
has online or written Terms of Service ("TOS") that would otherwise be applicable to its 
customers or users of its Product that is the subject of the MLSA, to the extent that any 
term of the TOS conflicts with the terms of this Exhibit, the terms of this Exhibit will apply 
and be given effect. 

Definitions 

Any capitalized term used within this Exhibit that is also found in the MLSA will have the 
same definition as contained within the MLSA. 

In addition, as used in this Exhibit: 

(a) "Student Data" means personally identifiable information, as defined in Section 2-d, from 
student records that Vendor receives from a Participating Educational Agency pursuant to 
the MLSA. 

(b) "Teacher or Principal Data" means personally identifiable information relating to the annual 
professional performance reviews of classroom teachers or principals that is confidential 
and not subject to release under the provisions of New York Education Law Sections 
3012-c or 3012-d, that Vendor receives from a Participating Educational Agency pursuant 
to the MLSA. 

(c) "Protected Data" means Student Data and/or Teacher or Principal Data to the extent 
applicable to Vendor's Product. 
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(d) "Participating Educational Agency" means a school district within New York State that 
purchases certain shared instructional technology services and software through a 
Cooperative Educational Services Agreement with a BOCES, and as a result is licensed 
to use Vendor's Product pursuant to the terms of the MLSA. For purposes of this Exhibit, 
the term also includes Erie 1 BOCES or another BOCES that is licensed to use Vendor's 
Product pursuant to the MLSA to support its own educational programs or operations. 

3. Confidentiality of Protected Data 

4, 

(a) Vendor acknowledges that the Protected Data it receives pursuant to the MLSA may 
originate from several Participating Educational Agencies located across New York State, 
and that this Protected Data belongs to and is owned by the Participating Educational 
Agency from which it originates. 

(b) Vendor will maintain the confidentiality of the Protected Data it receives in accordance 
with federal and state law (including but not limited to Section 2-d) and Erie 1 BOCES's 
policy on data security and privacy. Vendor acknowledges that Erie 1 BOCES is obligated 
under Section 2-d to adopt a policy on data security and privacy, but that adoption may 
not occur until a date subsequent to the effective date of the MLSA. Erie 1 BOCES will 
provide Vendor with a copy of its policy as soon as practicable following adoption., and 
Vendor and Erie 1 BOCES agree to engage in good faith negotiations to modify this Data 
Sharing Agreement to the extent necessary to ensure Vendor's continued compliance with 
Section 2-d. 

Data Security and Privacy Plan 

Vendor agrees that it will protect the confidentiality, privacy and security of the Protected 
Data received from Participating Educational Agencies in accordance with Erie 1 BOCES' Parents 
Bill of Rights for Data Privacy and Security, a copy of which has been signed by the Vendor and 
is set forth below. 

Additional elements of Vendor's Data Security and Privacy Plan are as follows: 

(a) In order to implement all state, federal, and local data security and privacy requirements, 
including those contained within this Data Sharing and Confidentiality Agreement, 
consistent with Erie 1 BOCES' data security and privacy policy, Vendor will: Review its 
data security and privacy policy and practices to ensure that they are in conformance with 
all applicable federal, state, and local laws and the terms of this Data Sharing and 
Confidentiality Agreement. In the event Vendor's policy and practices are not in 
conformance, the Vendor will implement commercially reasonable efforts to ensure such 
compliance. 

(b) In order to protect the security, confidentiality and integrity of the Protected Data that it 
receives under the MLSA, Vendor will have the following reasonable administrative, 
technical, operational and physical safeguards and practices in place throughout the term 
of the MLSA: IXL employs reasonable organizational and technical means to prevent 
unauthorized access, use, alteration, or disclosure of customer data stored on systems 
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under IXL's control. Please see Attachment A, IXL's Information Security Policies 
and Procedures for details. IXL has also attached our Privacy Policy as Attachment B. 

(c) Vendor will comply with all obligations set forth in Erie 1 BOCES' "Supplemental 
Information about the MLSA" below. 

( d) For any of its officers or employees ( or officers or employees of any of its subcontractors 
or assignees) who have access to Protected Data, Vendor has provided or will provide 
training on the federal and state laws governing confidentiality of such data prior to their 
receiving access, as follows: Annually, Vendor will require that all of its employees (or 
officers or employees of any of its subcontractors or assignees) undergo data security and 
privacy training to ensure that these individuals are aware of and familiar with all applicable 
data security and privacy laws. 

(e) Vendor _x __ will __ will not utilize sub-contractors for the purpose of fulfilling one 
or more of its obligations under the MLSA. In the event that Vendor engages any 
subcontactors, assignees, or other authorized agents to perform its obligations under the 
MLSA, it will require such subcontactors, assignees, or other authorized agents to 
execute written agreements as more fully described in Erie 1 BOCES' "Supplemental 
Information about the MLSA," below. 

(f) Vendor will manage data security and privacy incidents that implicate Protected Data, 
including identifying breaches and unauthorized disclosures, and Vendor will provide 
prompt notification of any breaches or unauthorized disclosures of Protected Data in 
accordance with Section 6 of this Data Sharing and Confidentiality Agreement. 

(g) Vendor will implement procedures for the return, transition, deletion and/or destruction of 
Protected Data at such time that the MLSA is terminated or expires, as more fully 
described in Erie 1 BOCES' "Supplemental Information about the MLSA," below. 

5. Additional Statutory and Regulatory Obligations 

Vendor acknowledges that it has the following additional obligations with respect to any 
Protected Data received from Participating Educational Agencies, and that any failure to fulfill one 
or more of these statutory or regulatory obligations shall be a breach of the MLSA and the terms 
of this Data Sharing and Confidentiality Agreement: 

(a) Limit internal access to education records to those individuals that are determined to have 
legitimate educational interests within the meaning of Section 2-d and the Family 
Educational Rights and Privacy Act (FERPA). 

(b) Limit internal access to Protected Data to only those employees or subcontractors that 
need access in order to assist Vendor in fulfilling one or more of its obligations under the 
MLSA. 

(c) Not use education records for any purposes other than those explicitly authorized in this 
Data Sharing and Confidentiality Agreement. 
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(d) Not disclose any personally identifiable information to any other party, except for 
authorized representatives of Vendor using the information to carry out Vendor's 
obligations under the MLSA, unless: 

(i) the parent or eligible student has provided prior written consent; or 
(ii) the disclosure is required by statute or court order and notice of the disclosure is 

provided to Participating Educational Agency no later than the time of disclosure, 
unless such notice is expressly prohibited by the statute or court order. 

(e) Maintain reasonable administrative, technical, and physical safeguards to protect the 
security, confidentiality, and integrity of personally identifiable student information in its 
custody; 

(f) Use encryption technology that complies with Section 2-d, as more fully set forth in Erie 1 
BOCES' "Supplemental Information about the MLSA," below. 

(g) Provide notification to Erie 1 BOCES (and Participating Educational Agencies, to the 
extent required by, and in accordance with, Section 6 of this Data Sharing and 
Confidentiality Agreement) of any breach of security resulting in an unauthorized release 
of Protected Data by Vendor or its assignees or subcontractors in violation of state or 
federal law or other obligations relating to data privacy and security contained herein. 

(h) Promptly reimburse Erie 1 BOCES, another BOCES, or a Participating School District for 
the full cost of notification, in the event they are required under Section 2-d to notify 
affected parents, students, teachers or principals of a breach or unauthorized release of 
Protected Data attributed to Vendor or its subcontractors or assignees. 

6. Notification of Breach and Unauthorized Release 

(a) Vendor shall promptly notify Erie 1 BOCES of any breach or unauthorized release of 
Protected Data in the most expedient way possible and without unreasonable delay, but 
no more than seven (7) calendar days after Vendor has discovered or been informed of 
the breach or unauthorized release. 

(b) Vendor will provide such notification to Erie 1 BOCES by contacting Michelle Okal-Frink 
directly by email at mokal@e1b.org, or by calling (716) 821-7200 (office) or (716) 374-
5460 (cell). 

(c) Vendor will cooperate with Erie 1 BOCES and provide as much information as possible 
directly to Michelle Okal-Frink or her designee about the incident, including but not limited 
to: a description of the incident, the date of the incident, the date Vendor discovered or 
was informed of the incident, a description of the types of personally identifiable 
information involved, an estimate of the number of records affected, the Participating 
Educational Agencies affected, what the Vendor has done or plans to do to investigate 
the incident, stop the breach and mitigate any further unauthorized access or release of 
Protected Data, and contact information for Vendor representatives who can assist 
affected individuals that may have additional questions. 
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(d) Vendor acknowledges that upon initial notification from Vendor, Erie 1 BOCES, as the 
educational agency with which Vendor contracts, has an obligation under Section 2-d to 
in turn notify the Chief Privacy Officer in the New York State Education Department 
("CPO"). Vendor shall not provide this notification to the CPO directly. In the event the 
CPO contacts Vendor directly or requests more information from Vendor regarding the 
incident after having been initially informed of the incident by Erie 1 BOCES, Vendor will 
promptly inform Michelle Okal-Frink or her designees. 

(e) Vendor will consult directly with Michelle Okal-Frink or her designees prior to providing 
any further notice of the incident (written or otherwise) directly to any other BOCES or 
Regional Information Center, or any affected Participating Educational Agency. 
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EXHIBIT D (CONTINUED) 

ERIE 1 BOCES 

PARENTS' BILL OF RIGHTS FOR DATA SECURITY AND PRIVACY 

Erie 1 BOCES is committed to protecting the privacy and security of student, teacher, and 
principal data. In accordance with New York Education Law§ 2-d, the BOCES wishes to inform 
the community of the following: 

(1) A student's personally identifiable information cannot be sold or released for any 
commercial purposes. 

(2) Parents have the right to inspect and review the complete contents of their child's 
education record. 

(3) State and federal laws protect the confidentiality of personally identifiable information, 
and safeguards associated with industry standards and best practices, including but not 
limited to, encryption, firewalls, and password protection, must be in place when data is 
stored or transferred. 

(4) A complete list of all student data elements collected by the State is available for 
public review at http://www.nvsed.gov/data-privacv-security/student-data-inventory, 
or by writing to the Office of Information & Reporting Services, New York State 
Education Department, Room 863 EBA, 89 Washington Avenue, Albany, New York 
12234. 

(5) Parents have the right to have complaints about possible breaches of student data 
addressed. Complaints should be directed in writing to the Chief Privacy Officer, New 
York State Education Department, 89 Washington Avenue, Albany, New York 12234. 
Complaints may also be submitted using the form available at the following 
website http://www.nvsed.gov/data-privacv-security/report-improper-disclosure. 

BY THE VENDOR: 

Signature 

Paul Mishkin 
Printed Name 

Chief Executive Officer 
Title 

June 9. 2020 
Date 
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EXHIBIT D {CONTINUED) 

SUPPLEMENTAL INFORMATION 

ABOUT THE MASTER LICENSE AND SERVICE AGREEMENT 
BETWEEN 

ERIE 1 BOCES AND [IXL LEARNING, INC.] 

Erie 1 BOCES has entered into a Master License and Service Agreement ("MLSA") with [IXL 
Learning, Inc.] which governs the availability to Participating Educational Agencies of the following 
Product( s): 

IXL (Math, Science, English Language Arts, Social Studies, and Spanish) 

Pursuant to the MLSA, Participating Educational Agencies may provide to Vendor, and Vendor 
will receive, personally identifiable information about students, or teachers and principals, that is 
protected by Section 2-d of the New York State Education Law ("Protected Data"). 

Exclusive Purpose for which Protected Data will be Used: The exclusive purpose for which 
Vendor is being provided access to Protected Data is to provide Participating Educational 
Agencies with the functionality of the Product(s) listed above. Vendor agrees that it will not use 
the Protected Data for any other purposes not explicitly authorized in the MLSA. Protected Data 
received by Vendor, or any of Vendor's subcontractors, assignees, or other authorized agents, 
will not be sold, or released or used for any commercial or marketing purposes. 

Oversight of Subcontractors: In the event that Vendor engages subcontractors, assignees, or 
other authorized agents to perform one or more of its obligations under the MLSA (including any 
hosting service provider), it will require those to whom it discloses Protected Data to execute 
legally binding agreements acknowledging the obligation under Section 2-d of the New York State 
Education Law to comply with the same data security and privacy standards required of Vendor 
under the MLSA and applicable state and federal law. Vendor will ensure that such 
subcontactors, assignees, or other authorized agents abide by the provisions of these 
agreements by: Any such entities will have contractual obligations in place with IXL including to 
comply with all applicable laws, to maintain the confidentiality and security of such information in 
a manner no less rigorous than required by this Agreement. 

Duration of MLSA and Protected Data Upon Expiration: 

• The MLSA commences on April 27, 2020 and expires on June 30, 2023. 
• Upon expiration of the MLSA without renewal, or upon termination of the MLSA prior to 

expiration, Vendor will securely delete or otherwise destroy any and all Protected Data 
remaining in the possession of Vendor or its assignees or subcontractors or other 
authorized persons or entities to whom it has disclosed Protected Data. If requested by 
Erie 1 BOCES and/or any Participating Educational Agency, Vendor will assist a 
Participating Educational Agency in exporting all Protected Data previously received back 
to the Participating Educational Agency for its own use, prior to deletion, in such formats 
as may be requested by the Participating Educational Agency. 
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• In the event the Master Agreement is assigned to a successor Vendor (to the extent 
authorized by the Master Agreement}, the Vendor will cooperate with Erie 1 BOCES as 
necessary to transition Protected Data to the successor Vendor prior to deletion. 

• Neither Vendor nor any of its subcontractors or other authorized persons or entities to 
whom it has disclosed Protected Data will retain any Protected Data, copies, summaries 
or extracts of the Protected Data, or any de-identified Protected Data, on any storage 
medium whatsoever. Upon request, Vendor and/or its subcontractors or other authorized 
persons or entities to whom it has disclosed Protected Data, as applicable, will provide 
Erie 1 BOCES with a certification from an appropriate officer that these requirements 
have been satisfied in full. 

Challenging Accuracy of Protected Data: Parents or eligible students can challenge the 
accuracy of any Protected Data provided by a Participating Educational Agency to Vendor, by 
contacting the student's district of residence regarding procedures for requesting amendment of 
education records under the Family Educational Rights and Privacy Act (FERPA). Teachers or 
principals may be able to challenge the accuracy of APPR data provided to Vendor by following 
the appeal process in their employing school district's applicable APPR Plan. 

Data Storage and Security Protections: Any Protected Data Vendor receives will be stored 
on systems maintained by Vendor, or by a subcontractor under the direct control of Vendor, in a 
secure data center facility located within the United States. The measures that Vendor will take 
to protect Protected Data include adoption of technologies, safeguards and practices that align 
with the NIST Cybersecurity Framework and industry best practices including, but not necessarily 
limited to, disk encryption, file encryption, firewalls, and password protection. 

Encryption of Protected Data: Vendor (or, if applicable, its subcontractors) will protect 
Protected Data in its custody from unauthorized disclosure while in motion or at rest, using a 
technology or methodology specified by the secretary of the U.S. Department of HHS in guidance 
issued under Section 13402(H)(2) of P.L. 111-5. 
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IXL Service Privacy Policy 

STUDENT 
PRIVACY 
PLEDGE 
SIGNAtoav 

Effective date: May 25, 2018 

IXL Learning, Inc. supports the Student Privacy Pledge to safeguard student privacy. 

IXL Learning, Inc. (hereafter called "IXL" "us" or "we") knows that you care how information 
about you is used and shared, and we appreciate your trust that we will do so carefully and 
sensibly. This Privacy Policy describes our collection and use of personal information 
collected from you through the online and/or mobile services, websites, and software 
provided on or in connection with www.ixl.com (collectively, the "Service"), which are 
offered through (i) www.ixl.com, (ii) mobile applications associated with www.ixl.com, and 
(iii) any other IXL website, app or on line service which links to this Privacy Policy. "You" or 
"your" means a visitor or a user (whether signed in or not) of our Service. Your use of the 
Service is conditioned on your acceptance of this policy. 

A note about Student Data: This Service may be purchased by providers of educational 
services, such as schools, school districts, or teachers (collectively referred to as "Schools") 
that use our services for educational purposes. When IXL contracts with a School to provide 
the Service, we may collect or have access to Student Data (defined below), which may be 
provided by the School or by the student. We consider such Student Data to be strictly 
confidential and in general do not use such data for any purpose other than improving and 
providing our Services to the School or on the school's behalf. Our collection, use and 
sharing of Student Data is governed by our contracts with the School and any applicable 
laws and regulations including, in the U.S., provisions of the Family Educational Rights and 
Privacy Act ("FERPA"), the Children's Online Privacy Protection Act ("COPPA") and applicable 
state laws. If you have any questions about reviewing, modifying, or deleting personal 
information of a student, please contact your School directly. See Section 11 to understand 
the principles which guide our collection, use and disclosure of Student Data. 

Use these links to navigate to the following topics of interest: 

1. What information does IXL collect about you? 

2. How IXL uses the information we collect 

3. How does IXL share your information? 

4. Third-party tracking and online advertising 

5. How to control e-mail communications 



6. How to access. update or delete your personal information 

7. How long does IXL retain your information? 

8. How does IXL protect your information? 

9. European Union Data Protection 

10. How does IXL protect children's privacy? 

11. How does IXL protect Student Data and comply with laws? 

12. Links to other websites and services 

13. Updates to this Policy 

14. Contact Us 

1. What information does IXL collect about you? 

IXL collects information in several ways from different parts of the Service. 

Information you provide to us. The type of personal information we collect may vary 
depending on your account type. 

• School Information. When a teacher. school administrator, or other authorized person 
associated with a School registers for an account on our Service or corresponds with us, we 
may collect personal information such as a name, e-mail address, payment information, 
username and password, and information about the School. 

• Student Information. Once registered, a School may provide information about its 
students, such as student names or other identifiers, passwords, e-mail address for the 
student or the student's parent or legal guardian, and educational level and topic of study. 
Personally identifiable information collected from or about students, along with other 
information associated with that personally identifiable information is "Student Data." The 
School may elect to provide user names or identifiers which are not readily identifiable to 
anyone outside of the School community in lieu of a full student name, at its discretion. 
Additionally, some Schools may elect to use a single-sign on (550) service like G Suite for 
Education rather than usernames and passwords to authenticate student access. 

• Parent and Child Information. When a parent or guardian ("Parent") registers for an 
account on our Service or corresponds with us, we may collect personal information such as 
a name, e-mail address, payment information, username and password. We may also 
collect information about the child(ren) authorized by the Parent to use the Service through 
the Parent's account, including a profile name for the child user and selection of a profile 
avatar. Each child user profile must be associated with a Parent account, and children 



cannot access the Service without the Parent first signing in to the Parent account with the 
Parent's sign in credentials. 

• Learning and Activity Information. During the course of providing the Service, we 
collect information about your use of the Service, as well as any information that you 
submit to the Service, such as answers to questions. In addition, we may ask you for 
personal information at other times, such as when you contact our technical support team, 
send us an e-mail, complete a user survey or otherwise communicate with IXL. 

Information we receive from your use of our Service. Like most websites and on line 
services, IXL and our vendors automatically collect certain types of usage information when 
you visit www.ixl.com, read our e-mails, use our Service or otherwise engage with us. This 
information is typically collected through a variety of tracking technologies, including 
cookies, web beacons, Locally Stored Objects (LSOs such as Flash or HTML5), log files, and 
similar technology (collectively, "tracking technologies"), and we may use third party 
providers to collect this information on our behalf. These tracking technologies collect 
information about how you access and use the Service (e.g., referring/ exit pages and 
URLs, how frequently you access the Service, the pages you view, the links you click, and 
other actions you take on the Service); information about your browser and information 
about the device(s) you use to access the Service (e.g., Internet Protocol (IP address), 
browser type, browser language, Internet service provider, device type, model and 
manufacturer, a unique ID that allows us to uniquely identify your browser, device or 
account, operating system brand and model, and whether you access the Service from 
multiple devices). We may also collect information about your geographical location data at 
the city level. We may collect analytics data, or use third-party analytics tools, to help us 
measure traffic and usage trends for the Service and to understand more about the 
demographics and behaviors of our users. We may also work with third party partners to 
employ technologies, including the application of statistical modeling tools, which permit us 
to recognize and contact you across multiple devices. Although we do our best to honor the 
privacy preferences of our users, we are unable to respond to Do Not Track signals set by 
your browser at this time. 

We use or may use the data collected through tracking technologies to secure the Service, 
improve the Service, to save you time, to provide better technical support, for promotional 
purposes, and to track website usage. For example, tracking technologies help us to: 

1. Keep track of whether you are signed in or have previously signed in so that we can display 
all the features that are available to you. 

2. Remember your settings on the pages you visit, so that we can display your preferred 
content the next time you visit. 

3. Customize the function and appearance of the pages you visit based on information relating 
to your account; for example, to default you to a particular grade level, or to remember 
customized settings for a report. 

4. Track website usage for various purposes including website optimization, website 
improvement, sales, marketing, and billing. 



Most browsers are initially set up to accept cookies, but you can reset your browser to 
refuse all cookies or to indicate when a cookie is being sent. However, some features and 
services (particularly those that require you to sign in) may not function properly if your 
cookies are disabled. You may also set your e-mail options to prevent the automatic 
downloading of images that may contain technologies that would allow us to know whether 
you have accessed our e-mail and performed certain functions with it. Deleting cookies does 
not prevent the collection of information through non-cookie technologies and does delete 
Local Storage Objects (LSOs) such as Flash objects and HTMLS. You can learn more about 
Flash objects - including how to manage privacy and storage settings for Flash cookies -
on Adobe's website or by clicking here. If you choose to delete Flash objects from our sites, 
then you may not be able to access and use all or part of the sites or benefit from the 
information and services offered. 

We and our third-party partners may also use cookies and tracking technologies for 
advertising purposes. For more information about tracking technologies, please see "Third
party tracking and online advertising" below. 

2. How IXL uses the information we collect 

We use the information we collect for the following purposes: 

To provide and maintain the Service. We use the information we collect to deliver the 
Service to you. For example, we need to use your information to process payments, 
personalize learning curriculum, provide Schools, Parents and students with information and 
reports about student and child performance and use of the Service, respond to inquiries 
and provide customer support. 

To improve, personalize, and develop the Service. We use information to tailor the 
content and information that we may send or display to users, to offer personalized content 
and instructions, and to otherwise personalize your experience while using the Service, 
including on various devices you may use to access the Service. We collect statistics to 
better understand how users access and use our Service, monitor the effectiveness of our 
Service, detect usage patterns, and to diagnose or fix technology problems. We also use 
information to demonstrate the effectiveness of the Service and perform research, and to 
develop, support, and improve our Service and other educational products and services. 

To communicate with you. We use your information to provide transactional notifications 
for certain activities relating to your use of our Service. For example, we may send e-mail 
notifications when a user completes an activity, to provide receipt for payment or other 
subscription notices. From time to time, we may send periodic promotional or informational 
e-mails to School or Parent users. We do not use Student Data to send marketing 
communications, and we do not send marketing communications to student or child users. 
You may opt-out of such communications by following the opt-out instructions contained in 
each e-mail. 

To promote safety and security and respond to legal process. We use information to 
promote the safety and security of our Service, our uses and other third parties. For 



example, we may use the information to authenticate users, facilitate secure payments, 
detect and prevent fraud and other harmful activities, respond to legal requests or claims, 
and enforce our terms and policies. 

For personal data subject to the European Union General Data Processing Regulations 
("GDPR"), we rely on several legal bases to process the data. These legal bases include 
where: 

• The processing is necessary to perform our contractual obligations in our Terms of Service 
or other contracts with you (such as to provide you the Service as described in our Terms of 
Service); 

• You have given your prior consent, which you may withdraw at any time (such as for 
marketing purposes or other purposes we obtain your consent for from time to time); 

• The processing is necessary to comply with a legal obligation, a court order or to exercise or 
defend legal claims; 

• The processing is necessary for the purposes of our legitimate interests, such as in 
improving, personalizing, and developing the Service, marketing the Service, such as new 
features or products that may be of interest, and promoting safety and security as described 
above. 

If you have any questions about or would like further information concerning the legal basis 
on which we collect and use your personal information, please contact us using the contact 
details provided below in Section 14. 

3. How does IXL share your information? 

IXL may share or disclose your personal information as needed to provide our Service or 
with your consent or permission. We may also share personal information in the 
circumstances described below. 

Third parties with consent. We share information with consent and at the direction of 
Schools and Parents. For example, a School or Parent may direct IXL to share specific 
information with another individual, such as when a teacher directs IXL to send a 
communication to a parent. Similarly, we may share personal information with third parties, 
for example, if a School authorizes Google login or similar authentication tools for that 
School's user accounts. 

Others within the School. IXL may share information collected from users associated with a 
School with other users or persons designated by the School, such as teachers and school 
administrators of that School. 

Vendors and Service Providers. IXL may share information with our trusted vendors, third 
party service providers and individuals to provide services or products for us or on our 
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behalf, which may include analytics, hosting, billing, targeted advertising and marketing. 
Some of these service providers or vendors may send you e-mails on IXL's behalf. IXL will 
not knowingly use Student Data for targeted advertising purposes. 

Aggregate or De-Identified Information. We may share information in aggregated and/or 
anonymous form that cannot reasonably be used to identify an individual. For example, IXL 
may disclose aggregated user statistics (i.e., the total number or percentage of IXL users 
from a particular geographic region) in order to describe our services to current and 
prospective partners and other third parties, and for other lawful purposes. 

Merger or Sale. If IXL becomes involved in a merger, acquisition, bankruptcy, change of 
control, or any form of sale of some or all of its assets, your personal information may be 
transferred or disclosed in connection with the business transaction. In such an event, we 
will make efforts to provide notice before personal information is transferred and becomes 
subject to a different privacy policy. We will not transfer Student Data associated with 
School accounts in the event of a merger or sale unless the recipient has committed to The 
Student Privacy Pledge principles or similarly stringent privacy protections, or we will 
provide Schools with notice and an opportunity to opt-out of the transfer of Student Data by 
terminating their accounts and any associated student users before the transfer occurs. 

Other. IXL may release personal information if it has a good faith belief that access, use, 
preservation, or disclosure of such information is reasonably necessary to (a) satisfy any 
applicable law, regulation, legal process, or enforceable governmental request; (b) enforce 
applicable Terms of Service, including investigation of potential violations thereof; (c) 
detect, prevent or otherwise address fraud, security or technical issues; (d) protect the 
rights, property, or personal safety of IXL, its users, or the public; or (e) as required or 
permitted by law. 

4. Third-party tracking and online advertising 

IXL does not display any targeted advertising on the Service. 

Please note that although we may permit third party advertising partners to 
collect information from visitors to the Service for the purpose of displaying 
advertisements on other websites or online services on our behalf, we take many 
steps to prevent these third-party advertising networks from collecting 
information for targeted advertising purposes once a subscriber to our Service 
signs into our Service. Please note that we rely on cookies to identify whether you 
are a subscriber to our Service and if you delete or block cookies, you may also 
delete the IXL cookie which prevents subscribers from receiving targeted IXL 
advertisements on other websites or online services. 

We work with third-party online advertising networks which use technology to recognize 
your browser or device and to collect information about your visit to our Service to provide 
customized content, advertising and commercial messages to you on other websites or 
services, or on other devices you may use. We (through the third-party advertising 
networks) use this information to direct our online advertisements to those people who may 



find them relevant to their interests. Typically, though not always, the information is 
collected through cookies or similar tracking technologies. You may be able to set your 
browser to reject cookies or other tracking technology by actively managing the settings on 
your browser or mobile device, though these tools may not be effective for all third-party 
tracking technologies, including Flash or HTML5 cookies. To learn more about cookies, clear 
gifs/web beacons and online advertising technologies and how you may opt-out of some of 
this advertising, you may wish to visit the Digital Advertising Alliance's resources 
at www.aboutads.info/choices and/or the Network Advertising Initiative's online resources, 
at www. networkadvertisi nq. org. 

If you do not want to receive targeted advertising from IXL based on your visit to our 
website, you can use the below link to request that IXL take steps to prevent third-party 
advertising networks from using information about your visit to our website to display 
targeted IXL advertisements to you on other websites or services on behalf of IXL. IXL 
cannot, however, guarantee that such steps will eliminate all collection and/or display of 
targeted advertising, and it may take some time for your request to take effect. Such 
requests will not prevent you from receiving contextual advertising or other types of 
advertisements that are displayed without taking into consideration whether you have 
previously visited www.ixl.com(for example, advertisements shown on the basis of a search 
term keyword). Such requests will not stop the collection of information for purposes other 
than advertising (e.g., for website analytics). This opt-out requires the setting of a cookie in 
your browser to record your request (and thus will no longer be effective if the required 
cookie is deleted), will be effective only in the browser from which you make the request, 
and will be effective for a maximum of one year from the request. If you delete cookies, 
change your browser settings, switch browsers or computers, or use another operating 
system, you will need to make the request again. You may make additional requests at any 
time. 

Click here to request not to have information about your visit to www.ixl.com tracked for 
the purpose of displaying targeted IXL advertisements on other sites or services. 

s. How to control e-mail communications 

IXL may, from time to time, send you e-mail regarding our products and services, or your 
use of our products and services. Only IXL (or its vendors or service providers operating on 
its behalf) will send you these e-mails. You can choose not to receive these e-mails by 
clicking the unsubscribe link in any e-mail or by contacting help@ixl.com. Please note that 
you are not permitted to unsubscribe or opt-out of non-promotional messages regarding 
your account, such as account verification, changes or updates to features of the Service, or 
technical or security notices. 

6. How to access, update or delete your personal information 



You may edit your account information at any time by signing in to your account, clicking on 
the account menu in the upper-right corner, and selecting Profile & settings. We recommend 
that you review your personal information periodically to ensure that it is accurate, 
complete, and current. If you do not provide and maintain accurate contact information for 
your account, we may not be able to provide you with the notices set forth in this Privacy 
Policy. 

If you are a parent or guardian of a student who uses the IXL Service through a School, 
please refer all questions and requests regarding access, modification, or deletion of your 
student's user account or Student Data to your child's school. The School may, at its 
discretion, address such requests with IXL and IXL shall respond promptly to all access, 
modification and deletion requests it receives from Schools. 

Please contact compliance@ixl.com for further instructions about deleting or deactivating 
your account or deleting your personal information. When account information is deleted or 
de-identified, certain residual information may remain within our archive records, such as 
for customer and technical support, billing and tax purposes. 

7. How long does IXL retain your information? 

We will retain personal information for as long as needed to provide the Service and for our 
internal business purposes, which may extend beyond the termination or cancellation of 
your subscription or user account. For example, we may retain certain data as necessary to 
prevent fraud or future abuse, for recordkeeping or other legitimate business purposes, or if 
required by law. We may also retain and use information which has been de-identified or 
aggregated such that it can no longer reasonably identify a particular individual. All retained 
personal information will remain subject to the terms of this Privacy Policy. 

Student Data. We will not knowingly retain Student Data beyond the time period required to 
support an educational purpose, unless authorized by a School or parent. We do not delete 
or de-identify any Student Data from an active student user account associated with a 
School except at the direction of the School. The School is responsible for maintaining 
current student rosters and identifying Student Data which the School no longer needs for 
an educational purpose by removing students from the school's master roster or by 
submitting a deletion request. 

Unless otherwise directed by a School or Parent, we will delete or de-identify personal 
information of student and child users after a period of inactivity, after the termination or 
cancellation of the license subscription, or after termination of our agreement with the 
School, in accordance with the terms of any applicable written agreement with the School, 
written requests from authorized School administrators, and our standard data retention 
schedule. Authorized School administrators may contact us at compliance@ixl.com to 
request additional information about our standard data retention schedule and available 
options for customizing IXL's standard data retention schedule to meet individual School 
requirements. 



We may not be able to immediately or completely delete all data in all instances, such as 
information retained in technical support records, customer service records, backups, and 
other similar business records. We will not be required to delete any information which has 
been de-identified or disassociated with personal identifiers such that the remaining 
information cannot reasonably be used to identify a particular individual. 

8. How does IXL protect your information? 

Information Security. The security of your personal information is very important to us. 
We have implemented a variety of physical, administrative and technological safeguards 
designed to preserve the integrity and security of the personal information we collect and to 
protect against unauthorized access to data. These include internal reviews of our data 
collection, storage, and processing practices and security measures, as well as physical 
security measures to guard against unauthorized access to systems where we store 
personal data. We restrict access to personal information to IXL employees, contractors, 
and agents who need to know that information in order to operate, develop, or improve our 
services. Our employees may be subject to disciplinary action, including termination, if they 
fail to meet privacy and confidentiality obligations. However, no security system is 
impenetrable-for that reason, we cannot guarantee the security of your personal 
information. If personal information under our control is compromised as a result of a 
breach of security, we will take reasonable steps to investigate the situation and take all 
steps required by applicable laws and regulations and our agreements with any affected 
Schools. 

Maintaining the security of your personal information also requires your cooperation and 
involvement. For your protection, remember to sign out of all accounts before closing your 
browser. There is a sign out link available on most IXL pages. After signing out, make sure 
to close all browser windows. In addition, do not use the "Remember" feature if you are 
signing in to your account from a computer that other persons may have access to. This is 
to ensure that others cannot access your personal information if you share a computer with 
someone else or are using a public computer. 

Please keep your password secure. If you have forgotten your password, you may request a 
new one by contacting help@ixl.com. A new password will be sent to the e-mail address you 
specified during registration. For all other problems signing in to the IXL Service, please 
contact our technical support team using the contact information at the end of this policy. 

If you have any concerns about the security of your account or the security of the Service, 
we ask that you report your concern to us immediately at security@ixl.com. While we are 
unable to respond to all security concerns, we appreciate your feedback and take all 
reported concerns seriously. 

Data storage and transfer. IXL is located in the United States. Personal information 
collected through our Website and Service may be stored and processed in the United 
States or any other country in which IXL or its affiliates or service providers maintain 
facilities. 



9. European Union Data Protection 

Residents in the European Union are entitled to certain rights with respect to personal 
information that we hold about them under the General Data Protection Regulation (GDPR): 

• Right of access and portability. The right to obtain access to your personal information, 
along with certain related information, and to receive that information in a commonly used 
format and to have it transferred to another data controller; 

• Right to rectification. The right to obtain rectification of your personal information without 
undue delay where that personal information is inaccurate or incomplete; 

• Right to erasure. The right to obtain the erasure of your personal information without 
undue delay in certain circumstances, such as where the personal information is no longer 
necessary in relation to the purposes for which it was collected or processed; 

• Right to restriction. The right to obtain the restriction of the processing undertaken by us 
on your personal information in certain circumstances, such as where the accuracy of the 
personal information is contested by you, for a period enabling us to verify the accuracy of 
that personal information; and 

• Right to object. The right to object, on grounds relating to your particular situation, to the 
processing of your personal information, and to object to processing of your personal 
information for direct marketing purposes, to the extent it is related to such direct 
marketing. 

You may also have the right to make a GDPR complaint to the relevant Supervisory 
Authority. A list of Supervisory Authorities is available 
here: http: //ec.europa.eu/justice/data-protection/bodies/authorities/index en .htm. If you 
need further assistance regarding your rights, please contact us using the contact 
information provided below and we will consider your request in accordance with applicable 
law. In some cases our ability to uphold these rights for you may depend upon our 
obligations to process personal information for security, safety, fraud prevention reasons, 
compliance with regulatory or legal requirements, or because processing is necessary to 
deliver the services you have requested. Where this is the case, we will inform you of 
specific details in response to your request. 

IXL is in the process of certifying to the U.S.-EU and U.S.-Swiss Privacy Shield Principles. 
We will update this page with additional information once this process is complete. 

10. How does IXL protect children's privacy? 



IXL does not permit children under the age of 13 to create an account and does not 
knowingly collect personally identifying information from children under the age of 13 
without the consent and at the direction of a Parent. Please contact us 
at compliance@ixl.com if you believe we have inadvertently collected information from a 
child under 13 without parental consent so that we may delete the information as soon as 
possible. 

Parents who purchase a subscription to the IXL Service may set up a Child profile associated 
with the Parent's account so that children under 13 may access the Service under the 
Parent's supervision. Please see our Children's Privacy Policy to learn more about how IXL 
collects, uses and shares information associated with Child profiles. The Children's Privacy 
Policy applies to all users of Child profiles, regardless of the age of the Child. 

When IXL is used by a School in an educational setting, the School may authorize IXL to 
collect information from a child under 13. Please refer to Section 11 to learn more about 
how IXL protects Student Data, including Students who may be under the age of 13, when 
the Service is used by a School. 

11. How does IXL protect Student Data and comply with laws? 

When IXL provides the Service to Schools, our collection, use and disclosure of Student 
Data is governed by our Terms of Service and/or any other agreement with the School, by 
the provisions of the Family Educational Rights and Privacy Act ("FERPA"), the Children's 
Online Privacy Protection Act ("COPPA") and other applicable laws that may relate to the 
collection and use of personal information of students. If you have any questions about our 
collection and use of Student Data, please contact us at compliance@ixl.com. If you have 
any questions about reviewing, modifying, or deleting the personal information of a student, 
please contact your School directly. 

The Student Privacy Pledge ("The Pledge"). IXL adheres to the Student Privacy Pledge, 
an industry standard approach to privacy for K-12 service providers. The Pledge was 
created by the Future of Privacy Forum (FPF) and The Software & Information Industry 
Association (SIIA) and has been endorsed by the National School Boards Association 
(NSBA), the National Parent-Teacher Association (PTA), and the White House. 

As part of our commitment to The Pledge, when we have access to Student Data through 
the provision of our Services to a School, the following core principles guide our decisions 
around data, security, and technology: 

• IXL does not collect, maintain, use or share Student Data beyond that needed for an 
authorized educational or school purpose, or as authorized by our agreement with a School. 

• IXL does not use or disclose Student Data for targeted advertising purposes. 

• IXL does not build a personal profile of a Student other than in furtherance of a K-12 School 
purpose, or as authorized by a parent. 
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• IXL will maintain a comprehensive data security program designed to protect the types of 
Student Data maintained by IXL. 

• IXL will not knowingly retain Student Data beyond the time period required to support the 
School's purpose, unless authorized by the parent. 

• IXL will clearly and transparently disclose our data policies and practices. 

• IXL will never sell Student Data unless the sale is part of a corporate transaction, such as a 
merger, acquisition, bankruptcy, or other sale of assets, in which case we will use our best 
efforts to ensure the successor entity honors the privacy commitments made in this policy 
and/or we will notify the School of such a sale and provide the School an opportunity to opt
out by terminating its account before the data transfer occurs. 

• We will not make any material changes to our Privacy Policy or Terms of Service that relate 
to the collection or use of Student Data without first giving notice to the School and 
providing a choice before the Student Data is used in a materially different manner than 
was disclosed when the information was collected. 

The Family Educational Rights and Privacy Act ("FERPA"). This Privacy Policy and our 
Service are designed to meet our responsibilities to protect personal information from the 
students' educational records under FERPA. We agree to work with each School to jointly 
ensure compliance with the FERPA regulations. 

The Children's Online Privacy Protection Act ("COPPA"'). This Privacy Policy and our 
Service are designed to comply with COPPA. We do not knowingly collect personal 
information from a child under 13 unless and until a School has authorized us to collect such 
information through the provision of the Service on the School's behalf. When a School uses 
our Service in the classroom or in an educational context, we rely on the School to provide 
appropriate consent and authorization for a student under 13 to use the Service and for IXL 
to collect personal information from such student, as permitted by COPPA. Upon request, we 
will provide the School the opportunity to review and delete the personal information 
collected from their students. If you are a parent and you have questions about your child's 
use of our Service and any information collected, you should discuss your questions with 
your child's School. 

Students Online Personal Information Protection Act ("SOPIPA"'). This Privacy Policy 
and our Service are designed to comply with SOPIPA. We do not use Student Data for 
targeted advertising purposes. We do not use collected information to amass a profile of a 
K-12 student except in furtherance of K-12 school purposes. We never sell Student Data 
unless the sale is part of a corporate transaction, such as a merger, acquisition, bankruptcy, 
or other sale of assets, in which case we make efforts to ensure the successor entity honors 
the privacy commitments made in this policy and/or we will notify you of such a sale and 
provide you an opportunity to opt-out by deleting your account before the data transfer 
occurs. We will not sell students' personal information to third parties other than in the 
context of a business transaction. 

California Assembly Bill 1584 (""AB 1584"'). This Privacy Policy and our Service are 
designed to comply with AB 1584. Pupil records obtained by IXL from a local educational 



agency ("LEA") continue to be the property of and under the control of the LEA. Parents, 
legal guardians, or eligible pupils may review personally identifiable information in the 
pupil's records and correct erroneous information by contacting their LEA directly. In the 
event of an unauthorized disclosure of a pupil's records, IXL will notify the LEA and will 
provide the LEA with a report to be shared with the affected parent(s), legal guardians(s) or 
eligible pupil(s). Pupil records will be deleted and/or de-identified in accordance with our 
data retention and deletion policies described above in the section "How long does IXL 
retain your information." 

12. Links to other websites and services 

The Services may contain links to and from third-party websites of our business partners, 
advertisers, and social media sites. If you follow a link to any of these websites, please note 
that these websites have their own privacy policies and their practices are not covered by 
this Privacy Policy. We strongly recommend that you read their privacy policies and terms 
and conditions of use to understand how they collect, use, and share information. We are 
not responsible for the privacy practices or the content on the websites of third-party sites. 

13. Updates to this Policy 

IXL may, in its sole discretion, modify or update this Policy from time to time, which will be 
reflected in the 'date last modified' set forth below. If we change this Policy in a material 
manner, we will do our best to notify you of the changes by posting a notice on our website. 
Your continued use of the Services following the effective date of such update constitutes 
your acceptance of the revised Policy. If you do not agree to any of the terms in this Policy 
or to any future terms in a future revision of this Policy, do not use or access (or continue to 
access) the Service. 

We will not make any material changes to our Privacy Policy or Terms of Service that would 
result in Student Data being used in a materially different manner than was disclosed when 
the information was collected without first giving notice to applicable Schools and providing 
a choice before such Student Data is used in a materially different manner than was 
disclosed when the information was collected. 

In the event that you or your School has entered into a signed, written agreement with IXL, 
changes to this Policy may not be effective as to you until either (a) you or your School 
affirmatively accepts the changes to this Policy, either electronically or in a signed writing or 
(b) upon renewal of the School's agreement with IXL at the end of the current term. 

14. Contact Us 



If you have a question regarding this statement, or if a question was not addressed in this 
privacy policy, you may contact technical support using the contact information below. We 
will do our best to answer your question promptly and accurately. 

IXL Learning, Inc. 
777 Mariners Island Blvd., Suite 600 
San Mateo, CA 94404 (USA) 
Tel. (650) 372-4040 
Fax (650) 372-4072 

compliance@ixl.com 

Last Updated: May 25, 2018 
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Children's Privacy Policy 

IXL does not permit children under the age of 13 ("Child") to create an account and does 
not knowingly collect personally identifying information from children under the age of 13 
without the consent and at the direction of a parent. 

IXL permits Parents to set up child profiles associated with the Parent account so that 
children may access the Service under the Parent's supervision. We take special precautions 
to collect only as much information as is reasonably necessary for the child to use the 
Service and to ensure that Parents have access to and control of their child's use of the 
Service. 

This Children's Privacy Policy applies to all users of child profiles associated with a Parent 
account, regardless of the age of the child. 

By creating a child profile associated with a Parent account and permitting your child to use 
the IXL Service, you expressly agree to the practices described in this Children's Privacy 
Policy and you consent to the collection, use, and disclosure of your child's personal 
information as described herein. 

1. How to create a child profile associated with a Parent account. 

A parent must purchase a user license using a credit card on the Family Membership page, 
register for an account with IXL, and agree to the terms of our Terms of Service, Privacy 
Policy and this Children's Privacy Policy. During the account creation process, the Parent 
may create individual profiles for each child(ren) authorized by the Parent to use the Service 
through the Parent's account. Each child user profile must be associated with a Parent 
account, and children cannot access the Service without the Parent first signing in to the 
Parent account with the Parent's login credentials. After the Parent logs into a Parent 
account, the child user selects the child profile to use the Service. 

2. What information does IXL collect from or about a child and how does IXL 
use this information? 



Information you provide us. Through the Parent's account set-up, the Parent provides 
information about the child(ren) authorized by the Parent to use the Service through the 
Parent's account, including a profile name and selection of a profile avatar. We recommend 
that the Parent selects a profile name that does not include the real name or identifying 
characteristics of the child. The Parent may also create a "secret word," which functions 
similar to a password to access the child profile, though it cannot be used to sign in to the 
Service without the Parent first signing in to the Parent's account using the Parent's login 
credentials. IXL does not request a birthdate or any additional personal information from the 
user of the child profile, though the child may change his/her profile avatar, secret word and 
profile name (of course, the Parent will see these changes through the Parent's account 
dashboard). 

IXL uses this information to provide the Service to the user of the child profile. IXL uses the 
e-mail address provided by users of Parent accounts to communicate messages about the 
account, such as subscription notices and password resets, and the child user reports and 
awards. 

Information collected from the Child's use of the Service. During the course of 
providing the Service, we collect information about the user of the child profile's use of the 
Service and information submitted to the Service, such as answers to questions, for the 
purpose of providing feedback to the user and for compiling reports and awards. 

When your Child accesses the Service through the Parent's account, we automatically collect 
and store usage information as well as information about the device used by the Parent and 
Child to access the Service. For example, we collect an IP address, location (at the city 
level), browser type, language preferences, and other information about the device used to 
access the Service, such as the device type, model and manufacturer and a unique identifier 
which allows us to uniquely identify your browser, device, or account, as well as account 
usage information such as the day/time stamp, referring/exit pages and URLs, pages 
viewed, and similar information. This information is typically collected through a variety of 
tracking technologies, including cookies, web beacons, log files, and similar technology 
(collectively, "tracking technologies"), and we may use third party providers to collect this 
information on our behalf. This data collection is explained in greater detail in Section 1 of 
our Privacy Policy under the sub-heading "Information we receive when you use the 
Service. 11 

We use this information to secure and improve the Service, to provide personalized content 
and information, to remember you when you return to the Service at a later time or using a 
different device, to improve the Service, to save you time, to provide better technical 
support, to track website usage and other similar purposes. 

3. How we disclose information 

IXL may share or disclose a child's personal information as needed to provide our Service or 
with your consent or permission. For example, we share information with our trusted 
vendors, third party service providers and individuals to provide services for us on our 
behalf, which may include analytics providers and hosting services. We may also share 
personal information if we have a good faith belief that access, use, preservation, or 
disclosure of such information is reasonably necessary to (a) satisfy any applicable law, 
regulation, legal process, or enforceable governmental request; (b) enforce applicable 



Terms of Service, including investigation of potential violations thereof; (c) detect, prevent 
or otherwise address fraud, security or technical issues; (d) protect the rights, property, or 
personal safety of IXL, its users, or the public; or (e) as required or permitted by law. 

If IXL becomes involved in a merger, acquisition, bankruptcy, change of control, or any 
form of sale of some or all of its assets, personal information may be transferred or 
disclosed in connection with the business transaction, subject to any applicable laws. 

We may also share aggregate or de-identified information in a manner that cannot be 
reasonably used to identify an individual user. 

4. Third party tracking and online advertising on the Service 

IXL does not display any targeted advertising on the Service. 

We work with third-party online advertising networks which use tracking technologies (such 
as cookies, web beacons and similar technologies) to collect information about visitors to 
direct targeted advertising on other websites or services. You can learn more by referring to 
Section 4 of the IXL Privacy Policy called "Third party tracking and on line advertising," and 
by visiting the Digital Advertising Alliance's resources 
at http://www.aboutads.info/choices and/or the Network Advertising Initiative's online 
resources, at http://www.networkadvertising.org. 

We take certain steps designed to avoid these third-party tracking technologies from 
collecting information from users of Child profiles for targeted advertising purposes, by 
taking steps to disable such tracking technologies once a subscriber to our Service (e.g., the 
Parent) logs into our Service, maintaining the preferences for as long as the subscriber is 
signed in, and by remembering these preferences the next time you return to our Service 
using the same browser or device. Please note that we rely on cookies to identify whether 
you are a Subscriber and if you delete or block cookies you may also delete the IXL cookie 
which allows us to recognize returning users and prevent subscribers from receiving 
targeted IXL advertisements on other websites or services. These preferences are unique to 
the browser or device you used to sign in to the Service. Therefore, third-party tracking 
technologies may be present if you navigate to certain pages of our website using a new 
browser or device until you sign in to your account on that browser or device. 

If you do not want to receive targeted advertising from IXL based on your visit to our 
website, you can use the below link to request that IXL take steps to prevent third-party 
advertising networks from using information about your visit to our website to display 
targeted IXL advertisements to you on other websites or services on behalf of IXL. IXL 
cannot, however, guarantee that such steps will eliminate all collection and/or display of 
targeted advertising, and it may take some time for your request to take effect. Such 
requests will not prevent you from receiving contextual advertising or other types of 
advertisements that are displayed without taking into consideration whether you have 
previously visited www.ixl.com (for example, advertisements shown on the basis of a search 
term keyword). Such requests will not stop the collection of information for purposes other 
than advertising (e.g., for website analytics). This opt-out requires the setting of a cookie in 
your browser to record your request (and thus will no longer be effective if the required 
cookie is deleted), will be effective only in the browser from which you make the request, 
and will be effective for a maximum of one year from the request. If you delete cookies, 



change your browser settings, switch browsers or computers, or use another operating 
system, you will need to make the request again. You may make additional requests at any 
time. 

Click here to request not to have information about your visit to www.ixl.com tracked for 
the purpose of displaying targeted IXL advertisements on other sites or services. 

S. How to access and delete your child's personal information 

The Parent may review the information collected from the user of the child profile at any 
time by signing in to the Parent account. The Parent may refuse to permit the further 
collection of the child user's information by no longer providing the child user access to the 
Service through the Parent's account. 

IXL will retain the personal information collected from and about the user of the child profile 
for as long as necessary to provide the Service and will de-identify or delete the personal 
information after the termination of the Parent's subscription account in accordance with our 
standard data retention policy or until we receive a deletion request. To request deletion of 
personal information of a user of a child profile at any time, please contact us 
at compliance@ixl.com. 

6. Our practices involving Schools 

When IXL is used by a School in an educational setting, the School may authorize IXL to 
collect information from a child under 13. If you are a Parent whose child accesses the IXL 
Service through a School, please contact the child's School to request to access, review 
and/or delete your child's information. IXL will process such requests promptly as directed 
by the School. 

Please refer to Section 11 of the IXL Privacy Policy to learn more about how IXL protects 
Student Data, including Students who may be under the age of 13, when the Service is 
used by a School. 

7. European Union Data Protection 

If you reside in the European Union, the United Kingdom or Switzerland, additional rights 
may apply to you pursuant to the General Data Protection Regulation (GDPR). Please see 
our Privacy Policy section on European Union Data Protection to learn more. 

8. Contact us 

If you have questions or concerns about this policy or about our use of information provided 
by a user of a child profile, please contact us: 

IXL Learning, Inc. 
777 Mariners Island Blvd., Suite 600 
San Mateo, CA 94404 (USA) 
Tel. (650) 372-4040 
Fax (650) 372-4072 
comp I iance@ixl.com 
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